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WiFi 'residents' - Windows 7 Howto Guide

Following screenshots will guide you through the WiFi setting in Windows 7. Other versions of
Windows should work almost the same, pictures may vary...

Mot connected +y =

I:[[[u Connections are available

Wireless Network Connection ﬂ
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residents M

libairfree / ﬁﬂ [l E
Open Metwork and Sharing Center
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E-E_ Network and Sharing Center

v+~ Control Panel ~ Network and Internet ~ Network and Sharing Center - m
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J File Edit WView Tools Help J@ I:I:I J.

Control Panel Home

View your basic network information and set up connections

Manage wircless networks <l Eh-h--h = |;h - @

Change adapter settings Internet
Change advanced sharing settings (This computer)

H“ Manage Wireless Networks

Ty
ell\_)lv @Lﬂﬂ] ~ Control Panel ~ MNetwork and Internet ~ Manage Wireless Metworks

J File Edit WView Tools Help

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profile types  Metwork and Sharing Center

Hetﬂ.ﬁ.dci a wireless neiln'orkrmdifv‘ and reorder (5)
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Jlil Manually connect to a wireless network - | I:Ilﬂ

o
k_/j " Manually connect to a wireless network

public:wifiguide:resident-win7 https://wiki.cerge-ei.cz/doku.php?id=public:wifiguide:resident-win7&rev=1490741264

How do you want to add a network?

-L-' Manually create a network profile
=

This creates a new network profile or locates an existing network and saves a profile for
the network on your computer. You need to know the network name (S5ID) and security
key (if applicable).

& (Createan ad hoc network
&-n, This creates a temporary network for sharing files or an Internet connection

Jfl Manually connect to a wireless network - 0] x|

6 "' Manually connect to a wireless network

Enter information for the wireless network you want to add
Metwork name: | residents #
Security type: IWF‘M-Enterp rise j 2 .
Encryption type: IAES j 3 .
Security Key: I [T Hide characters
[¥ Start this connection automatically - 4_
[T Connect even if the network is not broadcasting 5-
Warning: If you select this option, your computer's privacy m% at risk,

Mext I Cancel |

Jlil Manually connect to a wireless network - | I:Ilil
o
k_/j " Manually connect to a wireless network

Successfully added residents ‘/

<% Change connection settings
Open the connection properties so that I can change the settings.

Close |
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residents Wireless Network Properties x|

Connection |SE|::L.|rit5-' I

Mame; residents
SSI0: residents
Metwork type: Arccess point

Metwork availability:  All users

¥ Connect automatically when this network iz in rangei

[” Connect to a more preferred network if available
[T cConnect even if the network iz not broadcasting its name (S5I0)
[~ Enable Intel connection settings

Configure, .. |

residents Wireless Network Properties x|

‘Connection  Security |

Security type:
Encryption type: I.ﬁ.ES j 2.
Choose a network authentication method: ..“""3 . ‘

| Microsoft: Protected EAP (PEAP) >|  Settings |

[V Remember my credentials for this connection each \4

time I'm logged on

Advanced settings | +
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Protected EAP Properties x|

When connecting: 1

—[~ walidate server certiﬁmte?f

r Connech b these servers;

Trusted Raat Cerkification Sutharities:

M || AddTrust External CA Root -
[ Baltimore CyberTrust Root
O certum ca

O certum Trusted Metwark CA
[ class 3 Public Primary Certification Authority
O conT-cao1

[ bigiCert Assured ID Root CA _|j
1| | ¥

™ Do not prampt user to authorize new servers o brusted
cerhification authorities, 3 .

F 3

Select Authentication Method: e 2. ’

ISEL‘L.IFEd password (EAP-MSCHAP v2) j Configure... |

¥ Enable Fast Reconnect
[~ Enforce Metwork Access Protection
[ Disconnect if server does not present cryptobinding TLV

[ Enable Identity Privacy I
Ok I Cancel

EAP MSCHAPv2 Properties X|

When connecting:

Automatically use my Windows logon name and
password (and domain if any).

Cancel |

x

802. 1X settings | 802,11 settings | 1 2.
—Iv Specify authentication mud;/‘
User authentication j Save credentials |

User or computer authentication
Computer authentication

User authentication
Guest authentication |

— Enable single sign on for this network

€ Perform immediately before user logom

£ Perform immediately after user logom

g

Maximunm delay. (seconds]: 10 -
¥ | Allove additional dialogs ko be displayed during single
i o

I | This metwork uses separate wirbual Laks for machine
anmd user authentication

K I Cancel
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x

Replace credentials
Saving your credentials allows your computer to connect to the network when
youTe not logged on (for example, to download updates).

@cerge-eicz

Advanced settings

'802.1X settings 802.11 settings |

—Fast roaming
¥ Enable Pairwise Master key (PMK) caching!
PME time to live (minutes): 720 =

Mumber of entries in PMK cache: 128 =

[ This network uses pre-authentication

[aimun pre-authentication atkempts: 3

[~ Enable Federal Information Processing Standards (FIFS)

compliance for this network
K. I Cancel |

. Set Network Location

. Y )
5 ) 2 Set Network Location

=101 ]

Select a location for the ‘residents’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
lu If all the computers on this network are at your home, and you recognize them, thisis a
B trusted home network. Don't choose this for public places such as coffee shops or
airports.
Work network
\;:h If all the computers on this netwark are at your workplace, and you recognize them, this
i is a trusted wark network. Dan't choase this for public places such as coffee shops ar
airports.

shop or airport, or you have mobile broadband), this is a public network and is not
trusted.

: Public network
¢§ If you don't recognize &ll the computers on the network (for example, you're in @ coffee |
i b H

[T Treat all future networks that [ connect to as public, and don't ask me again.
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<, Set Network Location

—
I'\_)'I 2 Set Network Location

=101 =]

The network location is now Public
- : Metwork name; residents

‘h Location type: Public

some programs might by

View or change settings in Metwork and Sharing Center

From:
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Permanent link:

. m

To help protect your co
network will be limited, a

hsh-public

libairfree

Mame: residents

Signal Strength: Excellent
Security Type: WPAZ2
Radio Type: 802, 11agn
SSID: residents
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